0. Compiling the MIRACL Library (.lib)

MIRACL [1] is an open source software library for implementing cryptographic algorithms, written in
C. It can be used for writing C or C++ program that requires elliptic curve cryptography (ECC). It
supports multi-precision arithmetic like modular multiplication, modular exponentiation, etc. These
operations can work with very large integer (e.g., 1024-bit, 2048-bit, etc.) due to the efficient
implementation in MIRACL. To use MIRACL in Windows, we need to first compile it as a static library
(.lib), then link it to the program that we developed. The subsequent paragraphs walk you through
the process of creating and linking the MIRACL library in the Visual Studio environment.

The program is compiled in Windows 10 using Visual Studio 2012.

e We will compile the Miracl library. We will use the library in our programs to
build cryptographic schemes. To compile the library, perform the following steps.

e First of all, download the Miracl distribution. To download the Miracl
distribution, go to the GitHub link given below:

https://github.com/miracl/MIRACL

& C @ GitHub, Inc. [US] | https://github.com/mirac]

o Why GitHub? Business Explore Marketplace Pricing { Sign in ‘ Sign up |

El miracl / MIRACL ©Watch 64 | KStar | 231 YFork 91

<> Code Issues 26 Pull requests 11 Projects 0 Wiki Insights

E:! Dismiss
Join GitHub today

GitHub is home to over 28 million developers working together to host
and review code, manage projects, and build software togather.

MIRACL Cryptographic SDK: Multiprecision Integer and Rational Arithmetic Cryptographic Library is a C software library that is widely
regarded by developers as the gold standard open source SDK for elliptic curve cryptography (ECC).  http://miracl.com
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e Open the downloaded “MIRACL-master.zip file ” and extract the Miracl-master
folder as follows.
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e Fip - ZIP archive, unpacked size 4,817,511 bytes
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e The steps below describe how to start compiling the MIRACL library (miracl.lib).
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2. Name: miracl (it is important to name the project as “mirac

III

because we will be

later using miracl key word to include it in other program for cryptographic

schemes)

3. Location: “C:\Users\hoon\Documents\Vlisual Studio 2012\Projects\”. Note
“hoon” in this case is user name, like if the user name is “xxx” location will be
“C:\Users\xxx\Documents\Visual Studio 2012\Projects\”

4. Solution name: miracl

5. Click OK.




Click Application settings, then you can see the application settings in left panel

as follows.

Win32 Application Wizard - miracl
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= Console application

Click Finish from any window to accept the current settings.

After you create the project, see the project's readme. txt file for information about the
project features and files that are generated.

I Mext = I | Finish | | Cancel
Click on Static library.
Win32 Application Wizard - miracl T
| Application Settings
Owverview Application type: Add common header files for:
) Window icati T
Application Settings - Windows application ATL
() Console application ] MFC

DL
() Static library
Additional options:

Precompiled header
Security Development Lifecyde (SDL)
checks

Disable precompiled header.




Win32 Application Wizard - miracl 7

El \ Application Settings

Overview Application type: Add common header files for:
) Windows application T

Application Settings ="
() Console application [ImMFc

(DL
(@) Static library
Additional options:

[ ] Precompiled header
Security Development Lifecyde (SDL)
checks

ST

9. Click on Finish.

10. Click on Project (in this case it is “mirac
go to Add—> Existing Item.
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in the left panel as shown in figure), and
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11. Add miracl.h and mirdef.h from wherever you have unzipped the miracl
distribution.
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13. Add the following miracl source files from the miracl distribution to the project.

in the left panel as shown in figure), and
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14. Right click on the miracl in the left panel and go to the
properties—> C/C++->General 2> Additional Include directories. Then select the
include folder from miracle distribution as show in below figure.

Bl rmiracl -« Microseft Visual Studie
e et vinw PROJECT BURLD CEBUG Thanm sat TOOLS TEST ARCHITECTURE ANALYED WINDOW HELP
o - 1 - G e - - B Local Windows Debugger -  Aute -| Dabug  ~| | wink2 B e moa oA cm

misese B 3

o e - A }-|5: (Global Scope) -

Enpslater ) o -
ST Buitd pyright 2013 Certivox UK Ltd. -
< i Btk file is part of Cartivos MIRACL Crypte SOK -
: e 5 file iz part of Certivox L crypto : :
bﬁ Project Only * b Certivox MIRACL Crypto SOK provides developers with an -
{ kensive and efficient set of cryptographic functions. -
- = e e b I further information about its festures and functicnalities plesse -
[ Mew Solution Explorer View er to . sl o
3 ' i . =
B ittt e bl el he CertiVesx MIRACL Crypto SOK 1s free software: you ean =
3 Calculate Code Matrics. redistribute it and/or modify it under the terms of the 24
" Pt N Affero General Public License as published by the 24
i Build Customizations... Free Software Foundation, either verslon 3 af the License, 24
: Ackd + pr (at your eprien) any later version. -
3 Rutfwrwnces,. he Certivox MIRACL Crypto SOK is distributed in the hope -
b WF Class Wizard... Ctri+Shift=X  Bhat Lt will be useful, but WITHOUT ANY WARRANTY] without even the -
% P Pr Pack: bnplicd warranty of MERCHANTABILITY or FITHESS FOR A PARTICULAR PURPOSE. =
s fpk T P Ece the Ghu Affero General Public License for more details. -
b Az View Class Diagram -
! b'ou should have received s copy of the GHU Affero General Public -
B 4 Setas StanUp Project icense slong with CertiVox MIRACL Crypto SDK. -
: Debug * Ef not. see <hifpiliue.gnu.orgllicensests. =
» [ AddSclution bo Source Controt b can be released from the requiresents of the licenze by purchasing -
b | 3% cu Crte e o) e gt e ety el i T
4 " g elop commercisl mctivities involving the CertiVox MIRACL Crypto SDK -
knout disclosing the source code of your own applications, or shipping =
: 2C  Remeove et b Cortivox MIRACL Crypto SOK with a closed source product. -
B K Rename F2 >
3 Unioad Project #
3 Rescan Salution
3 -
©*  Cpan Folder in File Explorer =
s = % put fromi Build - = |
13 & Properties
b ST
miracll Property Pages ? >
Configuration: lA(!rve(Debug} v| Platform: |Actrveﬂwin32] ~ | | Configuration Manager..
> Common Properties Additional Include Directories =
~ Configuration Propertics Additional #using Directories
General Debug Information Format Program Database for Edit And Continue (“Z|
g g
Debugging Cormmon Language RunTime Support
WcEs ENrecEries: Consume Windows Runtime Extension
g Suppress Startup Banner Yes (“nologo)
e Warning Level Level3 (/W3)
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e Note: if you will not include the “include” directory of miracl distribution, the
compiler cannot build the program, prompting the following errors.

Show output from: Build - & 2 | X=|a

1=eiimi rac|-masterfsourcetimraes. c{50 ) fatal error C1083: Cannot open include file: ‘miracl.h’: Mo such file or directory

1= mrafv.c

1=eitimi rac | -mastertfsourcetmreTy . {102 fatal error C1083: Cannot open include File: ‘miracl.h’: Mo such file or directaory
1= mre?f.c

1=eitimi rac | -mastertfsourcetimr8?f .c{83): fatal error C1083: Cannmot open include file: ‘miracl.h': Mo such file or directory

1= Generating Code...

= Build: 0 succeeded, 1 failed. 0 up-to-date, O skipped =

To avoid the error, you must include the “include directory of miracl distribution”.

e Then Click on Build miracl. The library is created in the directory.
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e Go to the location where you built the project. For example, in this case: In the
location
“C:\Users\hoon\Documents\Visual Studio
2012\Projects\miracl\debug\miracl.lib”, you will find the “maricl.lib” file. Note
“hoon” in this case is user name, like if the user name is “xxx” then you can find
the file in “C:\Users\xxx\Documents\Visual Studio
2012\Projects\miracl\debug\miracl.lib”.

o

Mame Date modified Type Size
24 miracllib /92820 PM Ohject File Library 1,081 KB
References:
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